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Key Aspects of Spreadsheet Controls

Spreadsheets

« Also known as an
« End User Computing (EUC) tool
» User Developed Application (UDA)
 MS Excel most widely used
* One of the most brilliant software tools
» Flexible and convenient for large masses of users
* Do not follow a standard software development lifecycle
« Qutside the general controls of the IT function
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Key Aspects of Spreadsheet Controls

Who is Responsible to Manage Spreadsheets®

Overriding challenge — which department should be responsible for
Spreadsheet risk

Three quarters (74%) of those surveyed said no department or
function was tasked with addressing spreadsheet risk

10% believed it was the finance department’s responsibility
Others thought to be responsible

« Risk management — 8%

o IT-5%

* Internal audit — 3%

lFSN, February 6, 2012 report on a Protiviti poll of 100 ICAEW Chartered Accountants in December 2011.
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Key Aspects of Spreadsheet Controls

Who is Responsible to Manage Data?

Your financial analysis is only as good as the data upon which it is
based

= Reasonableness

= Scenario analysis ~ , = Reconciliation

= Transparent audit = Reporting Création
trail
P 4
%
Experis’
Financs
Manipulation Capture

, &) - Check totals
» Threshold tests \ / = I[mport details
= Validation errors

Transformation

!

= Assess data quality
= Source missing data
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Risks and Challenges Associated
with Critical Spreadsheets




Key Aspects of Spreadsheet Controls

Corporate Spreadsheet Challenges

1. Risks of erroneous data from uncontrolled spreadsheets
2. Limitations for sustainable controls

a.
b.
C.

d.

Lack of traceability
Lack of change controls
Loss of security and integrity

Inconsistent retention of files

3. Poor productivity and inconsistent development, documentation,
review & approval of spreadsheets

4. Risks of lost knowledge with employee turnover and inadequate
documentation, retention and control of spreadsheets

5. Limited options for users to justify replacing a spreadsheet with
IT applications
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Key Aspects of Spreadsheet Controls

Corporate Spreadsheet ChaII nges
Day 0 OLAPLA‘“T‘“_ —— Llossof o ity\a"
(0]

3 - Secilrty, ’ ' =N
'-AP = 7 Integrity .. /
General Ledger —J 7 i A |

Reports, Mode

Dashboards
(all spreadsheets)

Shared Drives

Annual, - e Poor
Quarterly — Productivity .

Reports

CEO, CFO Signoffs Collaboration & Review

Day 14
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Key Aspects of Spreadsheet Controls

32% of Corporate Data is in Uncontrolled EUCs

32%

EUCs/UDAs IT Controlled
Spreadsheets, ——— Applications
PC databases, (Non-PC Data)

BI reports

Source: Baseline Consulting
Annual CIO Survey

EUCs Control Type IT Applications

User-defined Internal controls Enterprise level
(Access, Change, Version, Input/Output, Developmental...)

. > 4

Potentially high-risk Data security/Integrity Low risk

Potentially low Confidence/Trust High
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Key Aspects of Spreadsheet Controls

The Ubiquitous Spreadsheet...

The number of public companies using 929
spreadsheets for revenue recognition... 0

RevenueRecognition.com
Revenue Management Resources for
Today's Financial Executive

92% of Public Companies” Revenue Processes at Risk for Compliance

Failures and Restatements
New study by RevenueRecognition.com and IDC reveals widespread reliance on spreadsheets,
which greatly increases the likelihood of control weakness and accounting errors.

Download the full report now.

www.RevenueRecognition.com and IDC , RevenueRecognition.com

4 recent survey of 685 senior financial executives from a broad range of companies, revealed that
revenue recognition and reporting activities are not automated within Financial/ERP systems. As a
result, 92% of public companies are forced to rely on spreadsheets to fill vital gaps in their revenue
reporting processes—despite the fact that spreadsheets are prone to errors, lack audit capabilities,
and resist internal controls. This, and other findings, 1s from a new report by
www.RevenueRecognition.com and IDC, "Enterprise Systems and Revenue Recognition: The Missing
Link".

Source: IDC, 2006
Revenue Spreadsheets: The Compliance Killers




Key Aspects of Spreadsheet Controls

Spreadsheet Errors

“Audits of real-world
spreadsheets found that...”

* 94% of audited spreadsheets contained errors

* 91% of audited spreadsheets contained at
least a 5% error in a bottom-line value

Source: Sarbanes-Oxley: What About All The Spreadsheets?, Raymond R. Panko and Nicholas Ordway,
University of Hawaii. Presented at EuSpRig2005, 7/8/2005, University of Greenwich, London, UK
European Spreadsheet Research Information Group, http://www.eusprig.org
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Key Aspects of Spreadsheet Controls

Research on Spreadsheet Errors

What are the reasons for these error rates?

 Humans have an “error floor”
— Cognitive multi-tasking capabilities
— Results in a 5.4 percent average error rate

« Spreadsheets are not tested prior to deployment
— Consequently, errors exist in spreadsheets used for:
« Financial reporting
* Analytical review
« Operational management
* Regulatory compliance

Source: Sarbanes-Oxley: What About All The Spreadsheets?, Raymond R. Panko and Nicholas Ordway,
University of Hawaii
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Key Aspects of Spreadsheet Controls

Scope of Risks for CAEs, CROs, and CFOs to Consider

% Requirements E *k

gulatory
Reporting

Federal Tax
Compliance

Parent
Company
Requirements
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Key Aspects of Spreadsheet Controls

Scope of Risks for CAEs, CROs, and CFOs to
Consider (cont.)

Regulatory compliance
Regulatory reporting

Financial reporting and analysis
« Accuracy of account balances used in financial reporting
» Operational analysis, metrics and management reporting

Reliability of subsidiary system controls
Undetected Fraud

Lost earnings

Company image and reputation
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Key Aspects of Spreadsheet Controls

Risks with Consequences

Errors: A power company took a $24 million charge to earnings in 2003 after a
bidding mistake landed it more U.S. power transmission hedging contracts than it
bargained for due to a cut-and-paste error in an Excel spreadsheet.

More Errors: During a buyout of bank assets, one firm overlooked 179 contracts
that were mistakenly included in the asset purchase agreement by a junior associate
when reformatting an Excel spreadsheet.

Cooking the Books: CFO from a software company falsified earnings and
expenses in close-the-books spreadsheets for 6 years by hiding data in invisible cells,
costing $437 Million in market and drop in stock price from $29.41 to $12.31.

Fraud: Arogue trader at a French investment bank was able to falsely build up
positions that eventually resulted in a 7 billion euro loss for the bank. He had
advanced skills with VB that allowed him to embed usernames and passwords into
spreadsheets queries granting unlimited access through powerful administrator or
developer accounts.
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Spreadsheet Fraud —
Causes and Detection




Key Aspects of Spreadsheet Controls

Spreadsheet Fraud Linked to Madoff Case

Wwﬂw

“Madoff or DiPascali would enter trades that never happened, with
real prices, into an old IBM AS/400 computer he used for his
advisory business and — voila! — he had a track record. Then,
using a simple spreadsheet such as Excel, more than 2,300 client
accounts were updated automatically — dividing among all the
accounts the gains from the “trades” that amounted to “profits” of
1 per cent.”

How Bernard Madoff escaped detection
September 4, 2009
The Financial Times

Source: http://www.ft.com/cms/s/2/89542248-9821-11de-8d3d-00144feabdcO.html
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Key Aspects of Spreadsheet Controls

Common Fraud Indicators

Errors and Risks “Hit List” for Critical Spreadsheets

* Invisible cells (e.g., white on white)

» Hidden rows / Columns hidden / Very hidden worksheets (accessible through VBA)
* Broken or incorrect links and data connections

« Out-of-synch and/or erroneous data (source spreadsheet altered after target spreadsheet)
 Plugged formulas and formulas referencing blank cells outside of normal input range

« Formula errors — improper use of functions

« Replacing formulas with constants (“plugged” cells)

* Cells with numeric values stored as text (e.g. "L23" vs. "123")

* Unlocked formula cells when relying on Excel worksheet protection
* Duplicate named items or named items with range reference errors
» Retaining redundant or historic data

» Using blank row/columns for formatting purposes
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Key Aspects of Spreadsheet Controls

Causes and Indicators of Risks for Fraud

Why are spreadsheets susceptible to fraud?

Non-automated control environment

1

User-defined governance

1 2

Sub-optimal development

1 ]

Lack of
Lack of g data
adequate security

controls

N\

Autonomy of
users to make
unmonitored
changes

Experis Finance
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Errors and Risks “Hit List” for Critical Spreadsheets

= Invisible cells (e.g., white on white)

= Hidden rows / Columns hidden / Very hidden worksheets
= Broken or incorrect links and data connections

= Qut-of-synch and/or erroneous data (source spreadsheets
updated after target spreadsheet)

= Plugged formulas and formulas referencing blank cells

= Formula errors — improper use of functions

= Replacing formulas with constants (“plugged” cells)

= Cells with numeric values stored as text (e.g. “L23" vs. “123”)

= Unlocked formula cells when relying upon Excel worksheet
protection

= Duplicate named items or named items with range reference
errors

= Retaining redundant or historic data

= Using blank row/columns for formatting purposes
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Key Aspects of Spreadsheet Controls

How to Protect Against Spreadsheet Fraud

Identify the most likely candidates for fraud

— Consider external factors (e.g., personal motivation, outside pressures)
— Can be financial, analytical, or operational spreadsheets
— Consider use, existing controls, ease of manipulation

* Perform an audit on identified spreadsheets
— Automated diagnostics, manual testing
— Investigate any and all Red Flags
— Remediate any deficiencies

» Establish a Spreadsheet and EUC or UDA Control Policy
— Promote it as your organization’s leaders (“Tone at the top”)

* Implement an automated control environment

— Continuous monitoring, audit trails, real-time reporting
— Tied to the UDA Control Policy

Experis Finance
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Risks and Controls for
Critical Spreadsheets




Key Aspects of Spreadsheet Controls

Critical Spreadsheets:
Financial, Analytical, Operational, Regulatory

Financial — Support key controls in the financial reporting process
— Source of journal entry input
— Source of disclosure in 10Q - 10K SEC filing and/or regulatory reports

Analytical — Relied upon for critical business decisions
— Forecasting
— Capital expenditure analysis
— Project economics

Operational — Monitor subsidiary systems activity and related controls
— A/P, A/IR, F/A, Inventory, and production

Regulatory — Ensure compliance and reflect related liabilities or revenue
— Financial institutions, Insurance, Utilities

Critical spreadsheets also include:
— Spreadsheets that are linked to critical spreadsheets and supply input data
— Spreadsheets that are the source of manual input data into critical spreadsheets
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Key Aspects of Spreadsheet Controls

Risk Assessment Challenges

Limited or no knowledge of
spreadsheet content & complexity

No insight on spreadsheet
operations

No quantifiable methodology to
assess risk / impact to business

Must rely primarily upon subjective
criteria

Thousands of cells to check

Experis Finance

THE DIRECTOR HAD His ARGUMENT READY FoR
NoT CONDUCTiNG A RisK ASSESSMENT

=1 [ [GNORANCE
1 1S BLisS
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Key Aspects of Spreadsheet Controls

Risk Assessment Methodology

Perform a spreadsheet risk assessment
» Typical risk factors used for the assessment are:
« Spreadsheet complexity
« Spreadsheet materiality

« Spreadsheet application
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Key Aspects of Spreadsheet Controls

Risk Assessment Methodology — Risk Factors

Spreadsheet Complexity

«  Number of formulas

Complexity of formulas
(nested ifs, arrays, lookups)

Complexity of spreadsheet operations
(use of macros, pivot tables)

*  Number of worksheets

« Number of external workbooks or data sources
providing data to the critical spreadsheet

Experis Finance
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Key Aspects of Spreadsheet Controls

Risk Assessment Methodology — Risk Factors

Spreadsheet Materiality
« Highest output value over the past 12 months

« Contains Social Security numbers
« Contains credit card information

L 11

» Contains other key words “billion”, “net income”
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Key Aspects of Spreadsheet Controls

Risk Assessment Methodology — Risk Factors

Spreadsheet Application
« Creates a journal entry
« Uploads information into ERP or legacy systems
« Data source to other critical spreadsheets

« Documentation support for 10Q/10K disclosures

Experis Finance
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Key Aspects of Spreadsheet Controls

Risk Rank Your Critical Spreadsheets

Define Your Financial Spreadsheet Risk Criteria — for example:

High Risk

« The spreadsheet produces an amount > $25 million on an annual
basis

« The spreadsheet produces an amount > $10 million on an annual
basis and the complexity of the spreadsheet is considered high

Medium Risk

» The spreadsheet produces an amount that is between $25 million
and $10 million annually

Low Risk

* The spreadsheet produces an amount that is between $5 million
and $10 million annually
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Key Aspects of Spreadsheet Controls

Risk Assessment Framework - Automated

D Prodiance Spreadsheet Risk Calculator - [financial] |:HE”X| M a te ri a I i ty

Edit  Help
Files |{ Matenaliy il Complesity | Risk | Passwords| f‘a CtO r.S
Critetia Sheet Ranas Operator Valus Scare
» - ontain - FF &0 .
Cell alue . & Prodiance Spreadsheet Risk Calculator - [financial] |E||§| ' O I' I l p I eX I ty
Highest  Value in Range - Edit  Help
Cell Value - Files | Materiality |: Complesty :| Risk | Passwords | fa Cto rs
CellValue o
. Criteria Sheet Range Operatar Walue Scare
Highest % Value in Range -
3 - > > |2 5
Call Value < 7 -
* . Formulas e D Prodiance Spreadsheet Risk Calculator - [financial] ASS I g n m e nt
Formulas with Errars - Bt Help
Artay Formul ¥ e ;
ey Tomyias Fies | Matsiislty | Complesity | Fisk | Passwords| H
Nested Ifs > O r I S
Mateniality\Complexity Rudimentary Light Intermediate Advanced
Extemal Links <
Containg Macros <
MATERIAL
Named Items -
IMMATERIAL
Containz Irvisible Cells <
Cortaing Hidden Rows/Columns >
Hidden Sheets <
Materiaiity Definition Wery Hidden Sheets b
IMMATERIAL if Total Score s less thare 25 Waorkbook Size 4
* -
CRITICAL if Total Score is areater than: |75 _

e, BB n

RUDIMEMTARY if Total Score is less than:

Ready
_— LIGHT if Total Score is between
INTERMEDIATE if Total Scor is betwesn

ADVANCED if Tatal Score is greater than:

Ready

Ready
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Key Aspects of Spreadsheet Controls

Ensure Adequate Controls on Your Critical Spreadsheets

Two categories of critical
spreadsheet controls

Preventive or Detective
« Deter or prevent undesirable
events; proactive to prevent a
loss = Preventive
» Detect undesirable acts; provide
evidence of a loss = Detective

External and Internal

e Controls around the
spreadsheets - External

« Controls within the spreadsheets
- Internal

Experis Finance
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Key Aspects of Spreadsheet Controls

Automated Control Environment —
Detective vs. Preventive Controls

PERVASIVE EXCEPTION-BASED LOCK |
Control | MONITORING REPORTING ® DOWN
Mode

(Detective) (Detective) (Preventive)

Continuous monitoring

nsoonqtt;:)nrlijr?;%f of any and all changes Restricts access
Description any and + - to authorized
all changes Flags, exceptions users only

and policy violations

m Non-invasive Exception handling Controls user input

I-_\u_d|t Retrospective Real time Real time
Efficiency

« Document and

Securit * Active directory « Active directory cell level
Ooti y » SharePoint » SharePoint  Active directory
ptions - Rights management  « Rights management - SharePoint

* Rights management
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Key Aspects of Spreadsheet Controls

External Spreadsheet Controls

 Development controls — require that spreadsheets are developed using best practices
and are tested and approved prior to deployment into production.

 Access controls - restrict who has access to critical spreadsheets. They also define
and control user privileges.

« Change controls — define the process to be followed anytime formula changes or
structural changes are made to a critical spreadsheet. They also define the testing and
approval process required prior to deploying the modified critical spreadsheet back into the
production environment.

« Segregation of duties - requires that duties, roles and responsibilities are defined for
development, usage, changes, testing and approving of spreadsheets.

« Backup and archival - requires that spreadsheets be maintained on a secured server
that is backed-up on a regular basis, with prior versions of critical spreadsheets moved to
a secure archive folder to ensure they are not accessed and used in error.
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Key Aspects of Spreadsheet Controls

Internal Spreadsheet Controls

Documentation controls — require that critical spreadsheets include a
documentation worksheet tab.

Data security and integrity — requires that critical input cells that do not change
on a periodic basis are locked to prevent unintentional changes to the data.
Also, data validation to control or restrict input into critical cells should be used.

Input/output controls — require the use of cross checks and balancing to
ensure all input data has been accounted for and reflected in the outputs, along
with data validation to prevent or highlight potential output errors.

Version Controls — require standard naming conventions incorporating
intelligence with regard to the application, time period and current version of the
spreadsheet.
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Key Aspects of Spreadsheet Controls

Diagnostic Software for Excel

 Cimcon — XLAudit

* Incisive — Xcellerator x@erator*
* ClusterSeven’s SaaS ESM &% ClusterSeven

* Finsbury Solutions - EXChecker %Mr
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Key Aspects of Spreadsheet Controls

Diagnostic and Control Tools

Start with colors as an aid to understanding

« Common features of the tools:
— Differential coloring of data types
— Formula maps by color or other highlighting

Look at the cell contents in specific lists

« Workbook Analysis and related templates
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Key Aspects of Spreadsheet Controls

Spreadsheet Remediation
Automated Approach

AN ———— - Automated formula
oo e and cell diagnostics

Formula error checking
Quickly identify
structural issues
 very hidden worksheets
* inconsistent formulae

* missing input data

Workbook Analysis Report

Prates

Color coding

Dependency diagrams
to verify links, inputs

» Spreadsheet
documentation
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Key Aspects of Spreadsheet Controls

Formula Analysis - XLAudit

() Price Recon - DTMAXLS [Group] [Compatibility Mode] - Microsoft Excel
[
@I Home Insert Page Layout Farmulas Data Review View Developer ASAP Utilities PUPWF ¥LAudit

E Farmula Analysis 5 Formula Review @ Map External Links and Queries Heat Map Waorkbaook Analysis = B Certify @ Print Preview @ Help

ﬂFormula Map [ Formulas with Specific Functions %Map Precedents Dj Compare Workbook | View = Options . Back
ilncorrect Formulas ECEIIAnaIysis %Map Dependents mWorkbook Properties | Productivity Tools = @Print Eﬂ:;MuIti Select DE@
K¥LAudit

H9 - NiFoexdBRadsy 2 AFEp aghme] 2- A8 - 08 5 S -
| AJ94 e £ | =IF(B34="", "™, IF(AB94="", 0, AC34-Y94])

Al B ] c | D ] E | F [ @ AE AF AG AH Al AJ AK

1 g Reconciliation - DTNA 104122011 Grand Total:

2]
Plants to RETRO FINAL Plantto = Customer
Invoi Sold- Invoi Issue Credi RETRO Credi Invoice/(CM issue to Pay!

3 PIE] Datﬁ] pt@] ParlrE] Sold-to parl]{Z] NODE] KModine PJ{E] Comments E] {Invoice) ! {Invoice; Numb:er JE] Creditl'[lnvoic[Z] tDedqu] CheckE]
91| 311] 08/0a/11| 322054| 2002810/ DAIMLER TRUCKS N S0200575|140206830001 T TRUE
92| 311 08/09/11| 322050 9001853 DAIMLER TRUCKS N_ 90200807 | 140201510004 Formulas with constant(s) TRUE
93| 311 08/09/11) 322050 9001860 DAIMLER TRUCKS N 90200820 140208120003 Text cell reference TRUE
94| 311 08/09/11| 322050 9001860 DAIMLER TRUCKS N S0200820|140208140011 %] TRUE
95| 311 08/08/11) 322050 8002055 DAIMLER TRUCKS N 90200821 140208100002 TRUE
96| 311 08/08/11| 322050 8002055 DAIMLER TRUCKS N 90200821/ 140208100003 TRUE
97| 311 08/08/11| 322050 002055 DAIMLER TRUCKS N 90200821 140208110002 Formula Cells Formatted s Text TRUE :

95 | 11| 08081 322050 9002055 DAIMLER TRUCKS N 90200821 140208120003 TRUE
99| 311| 08811| 322050 9002055|DAMLER TRUCKS N 90200821 140208130003 FerEy RS TRUE
100| 211| 08@9/1) 322050 9002055 DAIMLER TRUCKS N 50200821 140208160002 Formulas with Constants TRUE
101| 311] 080811 322050 9002055 DAMLER TRUCKS N 90200821 140208160003 Negatively Defined Formulas TRUE
102] 311 08/08/11) 322050 002055 DAIMLER TRUCKS N 90200821 140208210003 Formulas with shsolute Cell References TRUE
103|311 08/08/11) 322050 8001817 DAIMLER TRUCKS N 90200822 140208110002 RaimuEs el Gadkr Refsenss TRUE :
104 311 08/09/11) 322050 001817 DAIMLER TRUCKS N 90200822 140208110003 Formulas with Passibly Wrang Herd C... TRUE
105 311 080911 322050 9001817 |DAMLER TRUCKS N 90200822 140208110011 TRUE
106] 311| 082/11| 322050 9002753/ DAMLER TRUCKS N 90200823 140208110002 £ 2t Ca Fslizientes TRUE
107|311 08091 322050 9002753 DAIMLER TRUCKS N 90200823 140208110011 Text Cell References TRUE
108| 325] 08/M9/11| 322050 9001853 DAIMLER TRUCKS N 90200955 | 1ED0SET00000 Cells with Possible Rounding Errors TRUE
109 311 08A0/11) 322050 001817 DAIMLER TRUCKS N 90201040 140208110002 TRUE
110] 311 08A0/11) 322050 8001817 DAIMLER TRUCKS N 90201040 140208110003 TRUE
111] 311 08/10/11| 322050 8001817 DAIMLER TRUCKS N 20201040|140208110011 TRUE
112] 311 08A0/11) 322050 9002758 DAIMLER TRUCKS N 90201041 140208110002 TRUE
113|311 08/10/11| 322050 8002758 DAIMLER TRUCKS N 20201041|140208110011 TRUE
114 311 08/10/11| 322054| 9002810 DAIMLER TRUCKS N 90201048| 140206830001 TRUE
115 311 01141 322050 9001853 DAIMLER TRUCKS N 90201232 | 140208170002 TRUE
E NARM1M1 322050 SN A5 INAIMI FR TRIICKS N 90201252 140208180003 TR h
M4 M| _Pri Instructions < ZSD17 < ZSD15 .~ Customer Paid AR Surnmary by Inv - Contract Prices < Brice Recon. -~ RETRO DETAIL 4meiimnnan Az Check |

: —_— =

w
oo
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Key Aspects of Spreadsheet Controls

Formula Map

] A | 8 | e¢ ] o | e | ¢ | 6 | w | o | 3 | xk | o | m N
| 1| Jan-11 Feb-11 IMar-11 Apr-11 May-11 Jun-11 Jul-11 Aug-11 Sep-11 Oct-11 Nov-11 Dec-11 [2011 Totals|
2 Filed Disputes _ Actuals | Actuals | Actuals | Actuals | Actuals | Actuals | Actuals | Actuals Forecast 2011 Totals
3 |Facility Filed/Forecasted Disputes $1,739  $1,337  $2,077  $1,980  $2,416 $2,987  s2768  $4,033[NSEAE 82810 52254

4 (Special Projects
5 |Total Facility Filed Disputes ©OS730 $1337 $3572 1980 §2416  $2087 2768 4033 $3.349  $2810  $2.254
| 6 | Budgeted Facility Filings 53,133 $3,300 $4,800 53,300 $3,300 $6,300 53,300 $3,300 $3,300 §5,700 $3,300
| 7 | 6 Month Average 53029 52886  $2904 52286  §2309 52253  §2234  §2950 52923
8 Winfloss % 59% 59% 59% 597 [NEST S 64% | % 64% 64%
9 Dispute Debits | (81,338 {$1.351)] _(61318)] _($1.435)] _($1.900)] _($1,878)] _($1,950)] (61,933)
|10 Disconnect Filed/Forecasted Disputes $281 $589 $432 $454 $427 $342 $312 $299 $327 $295 $339
' 11| Budgeted Disconnect Filings 50 50 50 50 50 50 50 50 50 50 50
|12 6 Month Average 50 50 50 5487 5491 5475 5466 : §319
13 Winfloss % 75% 75% 75% 732 [ 76% [TE% as 76% 6%
14 | Disconnect Dispute Credits $0 $0 gl s355)]  (s35m)]  (s3a6) (835 s206) (s2ra)l  ($254)] (6243)
15 |Audit Filed/Forecasted Disputes $10 $9 $7 $5 $6 $2 $5 $0 54 $2 $2
|16 Budgeted Filings 50 50 50 50 50 50 50 50 50 50 50
|17 | 6 Month Average 557 544 535 528 §22 514 B 0 s4] 0 34 53] 352

18 | Winfloss % 59% 59% 59% 59% 59% 59% B4% B4% B4% B4% B4%
19 Subtotal Credit BED
| 20 Fail Fee 35 §2
21 Dispute Debits O 2 N Y £ 7/ B N 7 I 7 [ R 1]
' 22 |POI Filed/Forecast Disputes
| 23 | BudgetedFilings 50
124 6 Month Average I
|25 Winfloss % 20% 20% 20% 60% [NEGEE GEGE 629 [ 62% 6% 66%
[ jlﬁl nir‘nhl::'; rf"ﬁhi::rn 1er Tratale Adivetrmante A Lﬁ?ﬂmﬂmhﬂ?bﬂ:\m1‘ c Dﬂ'l!rf oCc ™T rt;lﬂk—w-n nnlrlm.“ Evnn#inrrﬁijm Damoed
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Key Aspects of Spreadsheet Controls

Risk lists work too

= A B
Xl Audit
<LAudait
1
2
3 Description Count |
4
5 |Formula Cells 74
6 |Formulas with Constants 949
T |Range Names 453
8 |Megatively Defined Formulas 263
9 Hidden Columns 49
10 | Comments 7
11 |Hidden Rows 18
12 |Formula Cells Formatted as Text 0
13 |Array Formulas 0
14 |Query Cells 0
15
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Key Aspects of Spreadsheet Controls

The Eventual Maturity

Many benefits to proactive UDA risk management

- Business intelligence transformation
- Business analysis

Safrd Tep 3 hecarty 8y Dugt Awzoet 3v Capwrtwmets Raport 4y S Ladens Aegort Of fuces  Dastissy 3oem Areymy  Crvhgarsmon
- [ Dre—. |
el , ——
These e Cnitodeg o M ok Thos e Hd Sint Cawgn T | S g Ll
T i [
Lo g Ot B nade, Lmges ;
-
R [
[ P
[T d
s tocs
., 5 [~
/\\_r — & i 2.\-*-:.
2 »
: :
3 |
Technology Partner: ClusterSeven - KPI Dashbeoard Technology Partner: Cimcon 'SOX-XL" - Risk Dashboard
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Key Aspects of Spreadsheet Controls

Experis Excel Design Best Practices

- Documentation —

Calculations Qutputs

1]
o
=
—
E
)
Q@
=
E Assumptions
=]
o
o
=

Experis Finance 43



Key Aspects of Spreadsheet Co

Best Practice Policy Checklist

Best Practice Policy Checklist

User Defined Application (UDA) "High Risk' Spreadsheets

Control Objective Control Activities Assessment

Process Required Control Objective Actual Compliance
Control activity - Pleaze describe  Assessment

ase indicate current situation Against Control
O

1.Establish Control | 1.1 Best practice and controls are applied to Set up UDOA Oversight Committes The UDA Owersight Committee:
Enwironment for spreadsheets consistently acrozs the i. Reviews development request and approvesirejects
Spreadsheet organization. request
Diewvelopment ii. Motifies spreadsheet developer of status of request
iii. Matifies spreadshest developer of status of testing
1.2 Ensure intended UDOA spreadsheet does not 121 | FRewiew details of all existing UDA spreadsheets for functionality { The UDA Application Index contains detailz of all high risk
already exist elsewhers in organization output matches on the 'UDA Application Inde:’ & review data spreadsheets - including;
inputsfoutputs [Conzider merging) - Spreadsheet purpoze
- Data inputs { outputs f throughputs
- Department { application owner details
IF any existing spreadsheets deliver the intended outputs -
or contain similar functionality, unnecessary build effort is
minimized
13 Purpose of UDA spreadshest iz walidated by 131 | Bebore any new high risk spreadsheet is built, an UDA Request The UDA Oversight Committee retains detailz of all ERP,
LD, Owersight Committee Form' is submitted ko the UDA Oversight Committee - detailing; data warehouse and high risk applications. Each UDA
- Spreadsheet purpose Fequest Form is reviewsd to assess;
- Data inpurs § outputs { thraughputs - IFits purpose already exists in the current ERP ! data
- Department f application owner details warehouse set-up
- Ifits outputs could be created in the current ERP { data
warehouse set-up
- It any other spreadsheets deliver the same f similar
outputs
132 | The UDA Oversight Commitkes confirms that build can proceed. The potential for spreadsheet duplication { unnecessary
build effort is minimized.
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Key Aspects of Spreadsheet Controls

Policy Checklist - Sample

2.2.5 |Adjustment columns/rows are included in data input gectionz wheres
dependent formulas may require occasional adjustments

Current period adjustments are clearly identifisd to ensure
proper treatment in 2ubsequent perinds.

The need to add multiple data input values together in
formulag iz removed.

A clear audit trail iz provided.

2245 |Where data inputz are gubject to frequent changes requiring row
inzertionz, data inputz with differing =tructures are organized from top
to bottom, and data inputz with identical structures from left to right.

Dizruptionz to adjacent data inputz rezulting from row
inzertions are avoided.

2.2.7 | Similar or identical data inputz are organized together.

Filz mechanicz, documentation, monthhy proces=zes and
formulas are zimplifisd.

Experis Finance
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Key Aspects of Spreadsheet Controls

Documentation Template
| .

Spreadsheet Documentation

Experis
Filename and Path - Enter ~CELL[-filename-] Finance
Development Date
S0X Process #
Type - Analgtical f Financial f Dperational
Spreadsheet Developer

Spreadshest Dwner § Department

Other Spreadsheet Users | Departments

Spreadsheet Criticality - High § Medium | Low
Highest $¥alue Dutput Duting Preceding 12 Mos.
Spreadsheet Purpose ! Frequency of Use

Data Input Sources Source 271 Source #2
¢t Marme § Murmbse: § Title
Fieceived From [Source]
Marusal Inpat or Automiated Input from Systemn Download
%mm:ngﬁmmﬂmm?ﬁkﬂm!ﬁl
Spreadshest Logic/OperationsiCalculations Source 27 Source #2

Describe Spreadsheet Logic/Dperations [How the spreadsheet
functions from the paint of data input through output
m“iﬁﬂ]

Deseribe Unique Caleulations Performed on the Data [Complez
formulas such as IF°s, Nested IF s, Arrags, Pivor Tables, Look-
up Tables, Use of Named Ranges, Formula Operators, Macros)

Fiaport Mame | Mumbser ! Title, JE Mumber, Othes Uses
Sent T [Pecipient]
Plarwial Beport, Manual of Autcdmated JE, Link sge MMEEMMI
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Key Aspects of Spreadsheet Controls

Combined GRC Value Proposition

Risk Improved
Reduction Compliance
Spreadsheet SOX 404 /
AS No.5/
Errors Bill 108
Fraud Solvency II
Financial
Restatements Basel Il
Legal
Loss Events Discovery
CFRP Rule 26

Experis Finance

EFf>fr_o_cess Embedding spreadsheet
Ity controls into everyday
business operations mitigates
Audit risk, improves compliance, and
Efficiencies drives process efficiency
Business
Reporting
& Bl
Business
Process
Management

Data Integrity,
Transparency
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Key Aspects of Spreadsheet Controls

Where to Go From Here

« Step 1 — Review existing controls and policies surrounding
spreadsheets

« Step 2 — Compile an inventory of financial files and assign risk level
to the files

« Step 3 — Review the highest risk files with Diagnostics Software
« Step 4 — Remediate spreadsheets, as necessary

« Step 5 — Oversee establishment of sustainable maintenance and
ongoing controls
« Enterprise spreadsheet management

* Proactive spreadsheet analyses
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Key Aspects of Spreadsheet Controls

Determine the Future Control Environment —
Who are the Key Stakeholders?

Key stakeholders must have active involvement in improving
spreadsheet controls environment

» Application Owner
Issue: Efficiency of use — Rework based on data accuracy and spreadsheet mechanics

« Chief Financial Executive
Issue: Data integrity — Accuracy of financial statement inputs and results

« Chief Audit Executive
Issue: Adequacy and effectiveness of controls over processes, especially financial
statement processes

« SOX Director
Issue: Spreadsheet effect on key controls and testing of spreadsheets

* Chief Compliance Officer
Issues: Reporting and tracking of critical regulatory information through spreadsheets, privacy laws
compliance

* Chief Information Officer
Issues: Data processing — Potential to automate critical spreadsheets into the
ERP production environment, supporting security
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Key Aspects of Spreadsheet Controls

Monitor Compliance

At a Minimum Ensure

« Have and adhere to spreadsheet control policy

« Control over the process: a champion (again!)

* |IT supervision of access to controlled network folders

« Conduct SOX gquarterly questionnaire, with specific spreadsheet control
guestions

« Periodic inventory
« Ongoing high-risk spreadsheet audits

» Checklist for evaluating high-risk file status
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Key Aspects of Spreadsheet Controls

Key Takeaways

» Uncontrolled (critical) spreadsheets expose organizations to
unacceptable business risks

— Errors
— Non-compliance
— Fraud

« An effective Spreadsheet Risk Mitigation program requires a
combination of best practices, domain expertise, and proven
technology for automation and sustainability

« The ROI includes effective risk mitigation, productivity enhancements,
and improved compliance

Experis Finance
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Key Aspects of Spreadsheet Controls

Questions?

christopher.mishler@experis.com
Cell: 734-395-8324
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