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1. Polling Question 

Are you a member of the Institute of Internal Auditors? 

 

A. Yes 

B. No 

IIA Detroit Chapter Webinar – The Transition from SAS No. 70 to SSAE 16 

4 November 10, 2011 



Agenda 

• Overview – Reporting on Controls at a Service Organization 

• Why the Change to SSAE 16 

• Similarities and Differences between SAS No. 70 & SSAE 16 

• Assessing Key Changes to Standard 

• Internal Audit Points to Consider 

• The Big Picture: Understanding Related Auditing Standards 

• Questions 

• Appendix - Definitions 

 

IIA Detroit Chapter Webinar – The Transition from SAS No. 70 to SSAE 16 

5 November 10, 2011 



2. Polling Question 

What is your level of understanding with the new standard 
SSAE 16, which replaces SAS No. 70? 

 

A. I have read guidance or attended a workshop on the topic 

 

B. I have heard the term, but don’t know much about it 

 

C. What - SAS No. 70s are gone!  What is an SSAE 16 report 
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Overview – Reporting on Controls at a Service 
Organization 

• Organizations that provide services to their customers impacting financial reporting 
processes are often subject to audits of their processes. 

• AICPA  Statement on Auditing Standards (SAS) No. 70 has long been the governing 
standard in the US for performing these audits. 

• SAS No. 70 gave service organizations a mechanism for providing an independent 
audit report to their customers and their customers’ auditors around the design and 
operating effectiveness of internal controls over financial reporting performed at the 
service organization. 

• The requirements and guidance for US auditors reporting under SAS No. 70 was 
superseded by Statement on Standards for Attestation Engagements 16 (SSAE 16) for 
reports dated on or after June 15, 2011. 

• The International Standard on Assurance Engagements 3402 (ISAE 3402) provides a 
reporting option for service organizations with the need for a global attestation 
standard to deliver consistent reporting worldwide.  There are minimal differences 
between SSAE 16 and ISAE3402. 
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Why the Change to SSAE 16?  

• Increasing use of global third-party service organizations to lower 
operating costs for certain business processes (including many 
processes impacting a customer’s financial results). 

• Varying international audit standards that make it difficult to 
compare audit reports for third-party organizations in different 
countries.  

• Organizations increasing place more responsibility with service 
organizations and need transparency and independent assessments 
on the effectiveness of the processes executed by these service 
organizations.  

• The standard provides clearer options for organizations whose 
services do not relate to financial reporting (i.e., SOC 2 and SOC 3 
reports). 
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Similarities and Differences between SSAE 16 & 
SAS No. 70 
Similarities 

• Scope is focused on controls that are likely to be relevant to user 
entities’ internal control over financial reporting. 

• Type 1 and Type 2 reports may be issued by the service auditor. 
• Reports may include (inclusive method) or exclude (carve-out 

method) services provided by subservice organizations. 
• Service organization’s description of controls under SAS No. 70 

generally will provide a basis for the system description under 
SSAE 16. 

• Service auditor’s report is restricted to service organization 
management, user entities of the service organization, and the 
user auditors (in other words, the report is not issued for the 
investor community).   
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Similarities and Differences between SSAE 16 & 
SAS70 (Continued) 
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Differences 

• New standard is an attest standard, not an audit standard; a separate 
audit standard will be issued to address the requirements of the user 
auditor. 

• Service organization management is required to provide a written 
assertion. 

• For Type 2 reports, the service auditor opines on the suitability of the 
controls related to the control objectives throughout the period. 

• If the service organization uses subservice organization(s) and elects 
to use the inclusive method, the subservice organization(s) assertion 
also accompanies the service auditor’s report. 

• Format of the report. 
• The service auditor must disclose the use of internal audit or other 

independent management testing functions within the report.  
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3. Polling Question 

Based on your organization’s industry and back ground, do 
you:  

 

A. Act as a service organization for other user entities 

 

B. Solely a user entity and receive SSAE 16s 

 

C. Both, our organization performs SSAE 16s and receives 
them. 
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Assessing Key Changes to the Standard 
Management Assertion 

 

• Service organization management is required to provide a written 
assertion. 

- The purpose of this assertion is to state that the controls are fairly 
presented, suitably designed and operating effectively to achieve the 
specified control objectives. 
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Difference from SAS No. 70 Different 

Level of service 

organization effort 

Medium 

Impact to Internal Audit Low 



Assessing Key Changes to the Standard 
 Description of the system  

• Management is responsible for preparing a description of the service 
organization’s system.  System is defined as the policies and procedures 
designed, implemented, and documented by management to provide 
users of the report with the services covered.   

• The diagram below illustrates the elements management considers 
when describing the flow of transactions through the system. 
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Initiate Report Process Record Authorize 

Difference from SAS No. 70 Low 

Level of service 

organization effort 

Low 

Impact to Internal Audit Medium 



Assessing Key Changes to the Standard 
Identification of Risks to achieving control objectives 

 

• Similar to guidance under SAS No. 70, SSAE 16 should specify control 
objectives and related controls. 

• SSAE 16 allows for management to have a formal or informal process 
for identifying the relevant risks and does not require that management 
explicitly include such risks within the report.   
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Difference from SAS No. 70 Low 

Level of service organization 

effort 

Low 

Impact to Internal Audit Medium 



Assessing Key Changes to the Standard 
Subservice Organizations 

 

• SSAE 16 allows the service organization to describe the use of 
subservice organizations through either an inclusive or carve-out 
method of presentation. 

• When using the inclusive method, the report should clearly distinguish 
between the services provided by the subservice organization.   

• There is a requirement that the subservice organization provide a 
written assertion when the inclusive method is used.  
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Difference from SAS No. 70 Different 

Level of service organization 

effort 

Medium 

Impact to Internal Audit Low 



Assessing Key Changes to the Standard 
Using the work of Internal Audit 

 

• Service auditor may use the work of internal audit or other 
independent control-related functions that has been performed 
independent of the service auditor’s work to support testing.   

• Biggest challenge is finding sufficient alignment of the scope and 
timing of work performed by internal audit or other independent 
control-related functions.  

 

 

 

 

* If your Company performs a SSAE 16 for user entities, there may be opportunities for your 
internal audit department to assist the service auditors.  
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effort 

Low 
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4. Polling Question 

What level of involvement does your internal audit 
organization have in SSAE 16s? 

 

A. Internal audit receives and evaluate the SSAE 16s for SOX 
purposes 

 

B. Internal audit sets a standard practice around the 
evaluation of SSAE 16, however the business evaluates the 
SSAE 16s. 

 

C. It is the responsibility of the business, not internal audit. 
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Internal Audit Points to Consider 

As user entities, consider evaluating current business process and 
control testing strategies involving relevant service organization 
systems. Points to consider, include: 
 

• Review changes to the design of service organization controls 
throughout the year and determine the impact to existing control 
objectives and activities. 

• Understand the systems and processes covered within the SSAE 16 to 
determine if additional internal controls need to be performed by the 
user entity. 

• Review the service organization’s assertion of the effectiveness of 
their control environment and determine if there are areas requiring 
follow-up. 

• Train business and IT process and control owners to understand new 
SSAE 16 terminology, including the system concept. 
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Internal Audit Points to Consider 

Do the applications or functions 
covered by the report relate to 
the transactions being processed 
for the user organization? 

The user organization and user 
auditor need to read the report 
and consider several more 
questions in the context of the 
user organization’s audit to 
ascertain the extent to which the 
SSAE 16 report will provide 
useful information to plan and 
conduct management’s 
assessment over ICFR. 
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Internal Audit Points to Consider 
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Points to Consider around relevance 

• Does the SSAE 16 apply to the specific service organization’s location, 
people, processes and systems that are being utilized by the user 
organization. 

• Does the SSAE 16 address the specific service(s) that the organization 
is receiving from the service organization? For example, if a Company 
uses XYZ service organization for services A, B, and C. 

• Service A – not in SSAE 16 

• Service B – in SSAE 16 but doesn’t cover all SOX controls 

• Service C – in SSAE 16 and covers all SOX controls 

• Are there other SSAE 16’s that need to be obtained?  (e.g., carve-out 
sub-service organizations, other services provided by the same 
provider covered by multiple SSAE 16, etc.). 



Internal Audit Points to Consider 

Relevance of Specific Tests 

• Exercise judgment in evaluating the tests performed for a Type II SSAE 16 report to 
ascertain their suitability to assist in the assessment of control risk. 

• Because a SSAE 16 report is intended for use by many user entities, the nature of tests 
may not be relevant to the audits of all user entities. 

• Need to consider the service auditor, date of opinion, and type of opinion to ensure they 
are relevant. 
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Control Ref. 

No. # Control Description

C
E/

O

R

O

V/

A

P

D
Control Objective

SSAE16 

Control Pg 

Reference Deficiency

x x x

10.  Controls provide reasonable assurance that 

new  claims and modif ications to existing claims are 

processed accurately and completely.

35 No

12.  Controls provide reasonable assurance that 

claim settlements are qualif ied per the terms of the 

specif ic settlement agreement.

39 No

14.  Controls provide reasonable assurance that 

claims payments and counsel payments are 

authorized, accurately calculated and distributed to 

the proper recipients w ithin the prescribed 

timeframes.

43 No

Assertions

The lead attorney review s monthly eCounsel 

claimant count reports and service 

organization status summaries to ensure 

that resolved matters are closed or archived 

by quarter end. 

42 Legal.03.01.04.01



Internal Audit Points to Consider 
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Assess User Control Considerations 

• User entities and user auditors should test relevant user controls 
appearing in the SSAE 16 report to ensure that they are placed in 
operation, suitably designed and operating effectively.   

• In some instances, the user control considerations may have been 
tested in other areas of the user entity’s audit.  Documentation 
should reflect where testing was performed. 

• The SSAE 16 report may not be reliable if the user controls that 
need to be present at the user entity are not in place and operating 
effectively. 



Internal Audit Points to Consider 
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Below is an example of how to map user control considerations to the 
internal control framework: 

Control 

Exists

Co 

Control 

No.

Company Control Description

AC 01.01.01
User access is periodically review ed and reauthorized in compliance w ith the 

documented business rules/procedures.

AC 01.01.05
Access for users w ho are no longer w ith the company are removed in compliance 

w ith the documented business rules.

AC 01.01.06
Access for users w ho have changed role is removed in compliance w ith the 

documented business rules.

AC 01.01.07
The access control process document(s) is review ed annually by the application 

access control leader, and approved annually by the ow ner.

2

Controlling the distribution of user passw ords 

beyond the persons to w hom Wall Street Systems 

provides the passw ord.

Y 02.01.01.02
Information security policies are review ed and updated to ensure they are current 

and approved by an appropriate level of executive management.

AC 01.01.01
User access is periodically review ed and reauthorized in compliance w ith the 

documented business rules/procedures.

AC 01.01.05
Access for users w ho are no longer w ith the company are removed in compliance 

w ith the documented business rules.

AC 01.01.06
Access for users w ho have changed role is removed in compliance w ith the 

documented business rules.

AC 01.01.07
The access control process document(s) is review ed annually by the application 

access control leader, and approved annually by the ow ner.

User Control Considerations - 

SSAE16

Management of access to the Wall Street 

Response System (WRS)
3 Y

Y
Authorizations of users w ithin the Wall Street 

Systems' applications.
1



Internal Audit Points to Consider 

Period that the SSAE 16 Report Covers 

• The closer the date that controls were placed in operation is to the 
user entity’s year end, the more relevant the information in the report 
is likely to be for planning and conducting the audit.  

• If the date of the tests performed by the service auditor is prior to the 
date of the user’s financial statements, the user auditor must 
determine whether they can rely on the service auditor’s test of 
controls or how they can perform procedures to bridge through year-
end. 

• Determine whether significant changes that have occurred at the 
service organization between the SSAE 16 report date and the user 
entity's financial year-end date have been identified and addressed. 
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The Big Picture: Understanding Related Auditing 
Standards 

30 
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• There are other attestation standards that exist around service organization reporting. 

• To help drive awareness over these various professional standards, the AICPA has 
introduced the term service organization controls (SOC ) reports.   

• There are three designations for such engagements and the source of the guidance for 
performing and reporting on them: 

• SOC1: SSAE 16 and the AICPA Guide Service Organizations: Applying SSAE 16, 
Reporting on Controls at a Service Organization 

• SOC2: The AICPA Guide Reporting on Controls at a Service Organization 
relevant to Security, Availability, Processing Integrity, Confidentiality ,or Privacy 

• SOC3: TSP section 100, Trust Services Principles, Criteria, and Illustrations for 
Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA 
Technical Practice Aids) 

• The next few slides discusses the differences between SOC1, SOC2, and SOC3 
engagements and related reports.  

 



5. Polling Question 

How many of you have heard of service organization controls 
(SOC) before? 

 

A. Knowledge of the term 

 

B. No knowledge of the term 
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The Big Picture:  
Understanding Related Auditing Standards 

32 

SOC1 Reports SOC2 Reports SOC3 Reports 

Under what 

professional standard 

is the engagement 

performed 

Statement on Standards for 

Attestation Engagements 

No.16, Reporting on Controls 

at a Service Organization 

AT Section 101, Attest 

Engagements (AICPA 

Professional Standards). 

 

The AICPA Guide Reporting on 

Controls at a Service 

Organization relevant to 

Security, Availability Processing 

Integrity, Confidentiality, or 

Privacy 

AT section 101. 

TSP section 100, Trust 

Services Principles, Criteria, 

and Illustrations for Security, 

Availability, Processing 

Integrity, Confidentiality, and 

Privacy (AICPA, Technical 

Practice Aids), provides the 

criteria for evaluating the design 

and operating effectiveness of 

controls in these engagements, 

as well as the criteria for the 

content of a privacy notice. 

What is the subject 

matter of the 

engagement? 

Controls at a service 

organization relevant to user 

entities' internal control over 

financial reporting. 

Controls at a service 

organization relevant to 

security, availability, 

processing integrity, 

confidentiality, or privacy. 

 

If the report addresses the 

privacy principle, the service 

organization's compliance with 

the commitments in its 

statement of privacy practices. 

Controls at a service organization 

relevant to security, availability, 

processing integrity, 

confidentiality, or privacy. 

 

If the report addresses the 

privacy principle, the service 

organization's compliance with 

the commitments in its privacy 

notice. 
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SOC1 Reports SOC2 Reports SOC3 Reports 

What is the 

purpose of the 

report? 

To provide the auditor of a user 

entity's financial statements with 

information and a CPA's opinion 

about controls at a service 

organization that may be relevant 

to a user entity's internal control 

over financial reporting. It enables 

the user auditor to perform risk 

assessment procedures and, if a 

type 2 report is provided, to use 

the report as audit evidence that 

controls at the service organization 

are operating effectively. 

To provide management of a 

service organization, user 

entities, and other specified 

parties with information and a 

CPA's opinion about controls 

at the service organization 

relevant to security, availability, 

processing integrity, 

confidentiality, or privacy. 

A type 2 report that addresses 

the privacy principle also 

provides information and a 

CPA's opinion about the service 

organization's compliance 

with the commitments in its 

statement of privacy 

practices. 

To provide interested parties 

with a CPA's opinion about 

controls at the service 

organization relevant to 

security, availability, processing 

integrity, confidentiality, or 

privacy. 

A report that addresses the 

privacy principle also provides 

a CPA's opinion about the 

service organization's 

compliance with the 

commitments in its privacy 

notice. 
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SOC1 Reports SOC2 Reports SOC3 Reports 

What are the 

components of 

the report? 

• Description of the service 

organization's system. 

• Written assertion by 

management of the service 

organization regarding the 

description of their system; 

suitability of the design of 

the controls; and in a type 2 

report, the operating 

effectiveness of the 

controls in achieving the 

specified control 

objectives. 

 

•Description of the service organization's 

system. 

• Written assertion by management of the 

service organization regarding the 

description of their system; suitability of 

the design of the controls; and in a type 2 

report, the operating effectiveness of the 

controls in meeting the applicable trust 

services criteria. If the report addresses 

the privacy principle, the assertion also 

covers the service organization's 

compliance with the commitments in its 

statement of privacy practices. 

 

•Description of the system and 

its boundaries or, in the case of 

a report that addresses the 

privacy principle, a copy of the 

service organization's privacy 

notice. 

•Written assertion by 

management of the service 

organization regarding the 

effectiveness of controls in 

meeting the applicable trust 

services criteria and, if the 

report addresses the privacy 

principle, compliance with the 

commitments in the service 

organization's privacy notice. 
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SOC1 Reports SOC2 Reports SOC3 Reports 

What are the 

components of 

the report? 

(continued) 

A service auditor's report 

contains: 

• Opinion on the fairness of 

the presentation of the 

description of the service 

organization's system;  

•Suitability of the design of 

the controls to achieve 

specified control objectives; 

For type 2 reports, the 

operating effectiveness of 

those controls. 

In a type 2 report, a 

description of the service 

auditor's tests of the 

controls and the results of 

the tests. 

A service auditor's report contains: 

• Opinion on the fairness of the 

presentation of the description of the 

service organization's system;  

• Suitability of the design of the controls 

to meet the applicable trust services criteria;  

• For type 2 report, the operating 

effectiveness of those controls and the 

results of the tests. 

•If the report addresses the privacy 

principle: 

•Service auditor's opinion on whether the 

service organization complied with the 

commitments in its statement of privacy 

practices. 

• For type 2 reports, a description of the 

service auditor's tests of the service 

organization's compliance with the 

commitments in its statement of privacy 

practices and the results of those tests. 

A service auditor's report on 

whether the entity maintained 

effective controls over its 

system as it relates to the 

principle being reported on (that 

is, security, availability, 

processing integrity, 

confidentiality, or privacy), based 

on the applicable trust services 

criteria. 

If the report addresses the 

privacy principle, the service 

auditor's opinion on whether the 

service organization complied 

with the commitments in its 

privacy notice. 
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SOC1 Reports SOC2 Reports SOC3 Reports 

Who are the 

intended users of 

the report? 

Management of the service 

organization; user entities during 

some or all of the period covered by 

the report (for type 2 reports) and 

user entities as of a specified date 

(for type 1 reports); and auditors 

of the user entities' financial 

statements. 

Management of the service 

organization and other specified 

parties who have sufficient 

knowledge and understanding of the 

following: 

•The nature of the service provided by 

the service organization 

•How the service organization's system 

interacts with user entities, 

subservice organizations, and other 

parties 

•Internal control and its limitations 

•Complementary user-entity controls 

and how they interact with related 

controls at the service organization to 

meet the applicable trust services 

criteria 

•The applicable trust services criteria 

•The risks that may threaten the 

achievement of the applicable trust 

services criteria and how controls 

address those risks 

Anyone 
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Questions? 



6. Polling Question 

How will the information within this webinar help you with 
your job responsibilities? 

 

A. Knowledge purposes only 

 

B. Re-evaluate our processes and controls around SSAE 16 

 

C. It is not relevant 
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Appendix - Definitions 
 
Carve-out method - Method of addressing the services provided by a subservice organization 
whereby management’s description of the service organization’s system identifies the nature of the 
services performed by the subservice organization and excludes from the description and from the 
scope of the service auditor’s engagement, the subservice organization’s relevant control objectives and 
related controls.  Management’s description of the service organization’s system and the scope of the 
service auditor’s engagement include controls at the service organization that monitor the effectiveness 
of controls at the subservice organization, which may include management of the service organization’s 
review of a service auditor’s report on controls at the subservice organization. 

Inclusive method -  Method of addressing the services provided by a subservice organization 
whereby management’s description of the service organization’s system includes a description of the 
nature of the services provided by the subservice organization as well as the subservice organization’s 
relevant control objectives and related controls. 

Service auditor - A practitioner who reports on controls at a service organization. 

Service organization -  An organization or segment of an organization that provides services to user 
entities, which are likely to be relevant to those user entities’ internal control over financial reporting. 

Subservice organization - A service organization used by another service organization to perform 
some of the services provided to user entities that are likely to be relevant to those user entities’ 
internal control over financial reporting. 
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Appendix - Definitions 
 
Type 1 SSAE 16 report – a report on policies and procedures placed in operation. A Type 1 SSAE 16 
report is a service auditor's report on a service organization's description of its policies and procedures 
that may be relevant to a user entity's internal control, on whether such policies and procedures were 
suitably designed to achieve specified control objectives, and on whether they have been placed in 
operation as of a specific date. 

Type 2 SSAE 16 report – a report on policies and procedures placed in operation and tests of 
operating effectiveness. A Type 2 SSAE 16 report is a service auditor's report on a service organization's 
description of its internal control policies and procedures that may be relevant to a user entity's 
internal control structure, on whether such policies and procedures were suitably designed to achieve 
specified control objectives, and on whether they had been placed in operation as of a specific date, and 
on whether the policies and procedures that were tested were operating with sufficient effectiveness to 
provide reasonable, but not absolute, assurance that the related control objectives were achieved 
during the period specified. 

User auditor -  An auditor who audits and reports on the financial statements of a user entity. 

User entity -  An entity that uses a service organization. 
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This publication has been prepared for general guidance on matters of interest only, and does 

not constitute professional advice. You should not act upon the information contained in this 

publication without obtaining specific professional advice. No representation or warranty 

(express or implied) is given as to the accuracy or completeness of the information contained 

in this publication, and, to the extent permitted by law, [insert legal name of the PwC firm], its 

members, employees and agents do not accept or assume any liability, responsibility or duty of 

care for any consequences of you or anyone else acting, or refraining to act, in reliance on the 

information contained in this publication or for any decision based on it.  
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